Access to Advice through New Technology:
Technology Survey

Prepared for: B. Brown, Citizens Advice in Dorset (CAiD)
Prepared by: C. Davies, Credus Ltd.
Reference: Credus/CAiD/TR.2-3
Date: November 2014

This report was commissioned on behalf of the Connecting Advice in Dorset
project, an Advice Services Transition Fund project, funded by the National
Lottery through the Big Lottery Fund. The project aims to develop and
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1. Introduction
Background
Rural isolation is an increasing problem as local transport declines and
communities shrink when people move out into towns. Typically, the sections
of the rural communities particularly badly affected include the young (single,
families, NEETS), the elderly, the disabled (particularly with mobility issues),
their carers, and migrant labourers.
Among the many adverse effects that come with isolation is difficulty in
obtaining advice. Reasons include low confidence levels, low literacy levels,
lack of affordable transport to local services, a lack of time or childcare when
in employment, language or learning difficulties, disablement and poor
computer skills. When reviewing possible technology based solutions for
dispensing advice, these characteristics need to be borne in mind.
The UK Cabinet Office report “Not-for-Profit Advice Services in England”
(Reference 1.1) highlighted the need for local advice agencies to be become
more efficient through collaboration and innovation and to exploit remote
channels (telephone and digital). For example, research conducted by advice
agencies has established that the needs of young people in particular often
require multi-agency work and that they do not always see traditional
agencies as a first port-of-call.
CAiD is responding through the Connecting Advice In Dorset project that will
develop and strengthen an integrated network of advice agencies in the
Dorset, Bournemouth and Poole areas, enabling providers to deliver a more
efficient and comprehensive service to clients. Today the network consists of
9 Citizens Advice Bureaux, Shelter, Ansbury and the Dorset Race Equality
Council (DREC).
As part of this initiative, this “Access to Advice through new Technology –
Technology Survey” report aims to provide guidance in using new Internet
based technology to provide advice with the goal of enabling isolated clients
to access help and support.

Report Structure
This report consists of six further sections following the Introduction that
discuss different technologies that are now available. References and
Appendices can be found at the end of the report.
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The technologies considered are:
• Video conferencing (video-links);
• E-mail;
• Instant Messaging;
• Social Media;
• Twitter;
• Other Technologies.
Summary of considerations
There is no single conclusion or recommendation to this report because the
choice of technology greatly depends on the advice agency situation, context
and aims. In particular, these new channels can put a strain on advice
agency resources and require careful introduction. It is an unresolved
question as to whether these extra channels will bring in new clients or
whether it will be the same client base spread over several channels.
However, the following general remarks can be made about the technologies’
suitability for dispensing personal advice.
a. Video-link: This can be made sufficiently secure and has the advantage
of revealing body language during the advice session. However, other
agencies have experienced some barriers to adoption and the technology
should be trialled in the envisioned context before committing to adoption.
b. E-mail: As shown by East Sussex CAB, E-mail can be made sufficiently
secure and it is a well-known technology that allows advisors to respond in
“slow” time. It is already used by many agencies for advice purposes.
c. Instant Messaging: This too can be sufficiently secure, is a well-known
technology and is in use with many agencies. However, the “instant”
nature of the technology means that the agency concerned will need to reorganise to respond to client requests.
d. Social Media and Twitter: For reasons of security, these technologies
are unsuited to dispensing personal advice. However, in the light of the
Snowden revelations, the major companies (e.g. Facebook) are now
investigating encryption and the use of anonymising technologies. If they
succeed then it may be worth re-evaluating these technologies at some
future time. At the present time, these technologies are best used for
raising an agencies’ profile and for primary contact with clients. It is being
widely used in this way by many agencies.
e. Kiosks: Kiosks are an established technology for providing generic
advice, but the innovation here is that some agencies are transferring the
software onto tablet devices (e.g. iPad) making them very portable.
f. Google Helpouts: This is an interesting new technology that could be a
viable channel for dispensing advice. It’s in its early days and may be re-
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visiting in the near future once the technology has matured and developed.
The issues of privacy and costs will need to be clarified.
Terminology
Throughout this report the use of some IT terminology is inescapable. This
report assumes that the reader is IT literate in the everyday sense, but some
of the lesser-known terms are explained in the Glossary & Acronyms
(Appendix 2).
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2. Video-conferencing Technology
Overview
Video-conferencing or video-telephony via bespoke systems has been
available since the middle of the 20th century, but it’s only since the advent of
low cost or free Internet based systems in the 2000s that it has begun to be
widely used. Although the term “video-conferencing” is widely used (which
implies a many to many communication), the terms video-link and video-chat
(often implying 1:1 or a group) are also commonly used. This report uses
‘video-link’ to cover all these terms.
Figure 2.1 shows the general layout of a typical video-link system. The
system consists of a computer equipped with a web-cam (camera) built-in or
attached and built-in audio equipment (speakers and microphone) and/or with
a headset (microphone and earphones). A scanner / printer for exchange of
documents or pictures is often a useful addition.
Video-link software is loaded into the computers at either end of the link to
enable the connection and to compress and encode the conversation. The
signal can travel from peer to peer but more usually goes via the server
computers owned by the video-link host or supplier. This is a potential
vulnerability, but the link through the Internet can be made reasonably secure.
Most brands of video-link software will have a text based Instant Messaging
(web-chat) function built-in and this is useful for those who have hearing or
vocal difficulties but still want to be able to see the advisor at the other end. It
may also assist with confidentiality in some circumstances. Some video-link
software can have other features like the ability to share a “whiteboard”, a
computer desktop, or a slide set. They may have optional built-in session
recording facilities. The complexity of the user interface can vary depending
upon how sophisticated the chosen video-link software is. A screen shot of a
typical interface is shown in Figure 2.2.
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Figure 2.1: A typical video-link set-up

Figure 2.2: Full screen shot of a typical video-link user interface. This is an
advisor’s view of the remote site room. The advisors can see themselves in
the small picture at the bottom right. At the bottom of the picture of the
remote room is a black bar with the video-link controls. The instant
messaging window can be seen between the picture and the bottom coloured
icon bar.
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How it’s used
Given its many potential advantages, it is surprising that video-link use isn’t
more ubiquitous. Studies (e.g. References 2.1, 2.2, 2.3, 2.4) have shown that
there can be some barriers to adoption such as:
• Environment set-up: The point of using video-conferencing is to be able
to see body language and facial expressions (or sign language in some
circumstances). That means that the lighting, alignment and focus of
the picture must be correct (no silhouettes). In some systems it is
sometimes necessary for listeners to “mute” their microphone while the
other party is speaking to avoid audio feedback. Some users find that
the inevitable mis-alignment of the camera with the eyes makes it
seem that other users are avoiding full eye contact (looking “shifty”).
Poor set-up can render the video aspect of the link redundant.
• Appearance consciousness: Some studies have shown that users
dislike using video-link because they feel self-conscious. However, the
experience of the charity Big White Wall (Reference 2.5) is the exact
opposite; clients tend to “open up” sooner when on a video-link. Only a
trial will establish whether this will be an issue for the advice agency
clients.
• Scheduling: Unlike Web Chat (Instant Messaging) or E-mail, a missed
video-link call does not wait to be answered. This means that the
parties concerned must agree to a schedule for the video-link call. This
makes it difficult to use video-links in an ad-hoc way.
• Perceived lack of interoperability: While some video-link systems, such
as Skype, are available on a wide array of popular computing devices,
native video-calling applications, such as FaceTime on the iPad, are
not compatible with all devices and operating systems thus limiting
their use with a large and diverse client base.
• Bandwidth, signal latency and quality:
With Smart phones, tablets and laptops it is possible to conduct a video-link
from anywhere that has a Wi-Fi connection. This method of operating is
rejected for advice giving because:
•
•

•

	
  

Ad hoc Wi-Fi connections are insecure or the security of the link may
not be verifiable;
If the user is in a public place then their privacy can be compromised
and they may be distracted (which might prevent the user from
remembering the advice);
Advice agencies don’t have the resources to sit and wait for ad hoc
calls;
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•
•
•
•

•

If the user operates a different “brand” of video-link there may be
incompatibility problems that disrupt the session;
The client bandwidth may not be adequate;
The client may not have scanner / printer facilities for document
transfer;
The environment at the client end is uncontrolled possibly rendering
the video aspects unusable (poor lighting, poor sound quality,
background distractions);
It is only available and accessible to clients who possess computer
devices.

If, on the other hand, it is assumed that the video-link is operating from fixed
remote sites (albeit possibly only temporary in the sense that the equipment
can be moved around) then many of these objections go away. This is the
way most agency that use video-links (e.g. The Big White Wall and the
NSPCC) operate and it is usually done using pre-booked scheduled sessions.
This discussion that follows in this report is based on this assumption.

Advantages and Disadvantages for Fixed Site Operation
Advantages:
•
•
•
•
•
•
•
•

Scheduled sessions;
No incompatibility issues;
Secure links can be established;
Known bandwidth;
All necessary equipment is available;
Controlled environment;
An advice agency volunteer can be on hand to assist in setting up (no
wasted time) and to route video-links to the required advice agency;
Available and accessible to those who don’t possess computer
devices.

Disadvantages:
•
•
•

	
  

Clients still have to travel to the fixed sites;
Not suitable for ad-hoc advice sessions;
Suitable locations for a fixed site have to be found (through
partnerships and/or possibly paid for).
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Use by other Advice Agencies
Research conducted during this study indicated that video-linking is not
commonly used by advice agencies. For the purposes of this study contact
was made with the following organisations:

	
  

•

Big White Wall (Reference 2.5): This is a mental health charity part
funded by the NHS to provide, amongst other things, “talking therapies”
via video-link. While initial contact and web chat can be done from
their website (gateway process), the video-link therapy is by referral
only and is only available on a PC (not mobile devices) because the
client and therapist need to be in a controlled, relaxed environment and
concentrate on the therapy without any background distractions. It is
perceived to have been successful in this aim. A controlled
environment that lets client and advisor concentrate is probably
necessary for all advice agencies.

•

NSPCC (Reference 2.6): The NSPCC has experimented with using
Skype as a channel to let profoundly deaf children use sign language.
The experiment has been deemed a success and an better video-link
that is integrated with their website is being planned.

•

Ansbury (Reference 2.7): Ansbury considered using video-linking as
an integrated part of their web-chat channel on their website.
However, since their advisors can work from home, it was possible that
clients could see and hear members of their families and general home
life in the background. This is equally true at the client end and
especially so if the client is in an open public place. Ansbury decided
to disable this feature.

•

Climate Strategies (CS) (Reference 2.8): CS is an NPO conducting
international climate change studies. They use a commercial video-link
system (Webex) to communicate and confer with many international
colleagues with very different systems in many different uncontrolled
environments. As a result their conferences and webinars can be
inefficient because they suffer from many of the problems discussed
above.

•

AbilityNet (Reference 2.9): AbilityNet is a charity that supplies free IT
support and help to the disabled. They regularly conduct webinars and
training via the “Go-to-Meeting “ video-link.
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•

Commercial debt advice companies who offer 1:1 video-link advice
over the Internet were also contacted but they declined to give any
information.

Technical Requirements
A typical configuration of a video-link is shown in Figure 2.1. The system
consists of a computer equipped with a web-cam (camera) built-in or attached
and built-in audio equipment (speakers and microphone) and/or with a
headset (microphone and earphones). A scanner / printer for exchange of
documents or pictures is often a useful addition.
A video-link software package will need to be down loaded into the system
and adequate broadband access will also be needed.

Internet Requirements
Unlike other streaming video applications, video-link depends on how fast you
can upload to the Internet, whereas most other Internet applications are
limited by how fast you can download from the Internet. Typically an ADSL
Internet connection with a 2.5Mb/s download speed will have 0.3 – 0.5 Mb/s
as an upload speed. For a system such as Skype, this is adequate, but could
still occasionally suffer from “buffering”, freezing or loss of video / speech
synchronization. The Dorset Super Fast Broad Band (SFBB) rollout is
promising a minimum of 2 Mb/s (download) for all parts of the county with
much higher speeds in the majority of places so this may not be a problem.
Sometimes the signal can be noticeably delayed (latency) as it travels
between users via the ISP servers giving the impression of unresponsiveness
by the other user and this can cause conversations to become awkward.

Technical Expertise
The technical expertise required is:
• Engineer with sufficient skill to set up the video-link hardware and
software configuration and with previous experience of getting videolink software to work;
• A Network expert to set up the servers, connect to the Internet, set up
any secure connections and connect to the advice agency computer
system (LAN);
• It is helpful to have someone who is able to manage and administer the
system once it is set up and in operation. (E.g. Deal with the 3rd
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parties, maintain the hardware and software, and provide “on-the-job”
training and support to advisors).

Security and Confidentiality
No Internet can ever be totally secure and it must be remembered that
servers in the UK are subject to the RIPA Act that requires ISPs to store all
communication metadata for 12 months so the regulatory authorities can
examine it on demand. Furthermore the servers in use could be based in
some other country (e.g. USA) and subject to their equivalent laws. There is
nothing that can be done about this and we have to trust in integrity of the
regulatory authorities. (Note that this also applies to existing e-mail and
instant messaging (web chat) systems).
“Free to use” systems such as Skype make their money by targeting adverts
to the users and, in some cases, passing user contact details onto third party
advertisers. Since Skype’s acquisition by Microsoft (MS) their Privacy Policy
has changed (Reference 2.13). While the video stream is encrypted, MS
reserve the right to store all content, to target their own marketing material at
the user and to share contact details with third parties with the user’s
permission. It is widely believed that MS do indeed view content and tailor
adverts accordingly but MS consistently refuse to comment on this. Other
similar “free to use” systems have similar policies.
On the other hand, subscription systems do not have to do this. For example,
Citrix “Go-to-Meeting” is strongly encrypted end-to-end, remains encrypted in
their servers and is not stored for any longer than it takes to transfer the data
(unless requested by the user) (Reference 2.14). No Citrix employee has
access to the content. Metadata collected for the regulatory authorities
remains encrypted until they demand to see it. No information is passed on to
third parties and any Citrix advertising can be refused. Similar subscription
systems (e.g. Cisco Webex) have similar policies. As always, you get what
you pay for.

Training Needs
Training will need to be provided for two types of users:
• Advisor users;
• Super-users or Administrators.
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Training for Super-users (or Administrators) will be dependent on their
previous experience of PC and video-link systems. Super users or
Administrators will have to be able to assemble the video-link equipment on
site and carry out some basic fault finding if it doesn’t immediately function.
They must also be able to operate the video-link software and link to the
appropriate advice agency.
Depending on how computer literate the trainee is, this could be as much as a
week.
The advice agency concerned will need to train advisor users on-the-job and
again this is very dependent on the trainee’s previous experience of video-link
systems.
For both users, refresher training may be needed at intervals and for new
users who join from time to time.

Cost of Acquisition
Estimated cost data has been prepared for a fixed site system based on using
two sets of video-link equipment and works out at approximately £4,500.
Costs not included in these estimates include:
• A contingency budget to cover unforeseen issues (recommend at least
15% of the costs)
• Possible cost of renting premises at the remote locations;
• Cost of recruiting and training volunteers for the remote site or for
video-link operations at the advice agency;
• Cost of integrating video-link into advice agency office IT systems. The
computers at the advice agency will need to be equipped with a
webcam, microphone and loudspeakers (or headset) and the lighting
and acoustic conditions must be good enough for conferencing;
• Any increased costs associated with the advice agency ISP;
• Costs of consumables (lamp replacements, paper and ink for printer,
etc.);
• Cost of a suitable carrying case for transporting the equipment;
• On-going cost of supporting equipment (e.g. extended warranty, etc.).
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3. E-mail
Overview
E-mail is a well-known and mature technology that even pre-dates the
Internet. All the advice agencies interviewed for this report use e-mail in one
form or another and it is probably the most widely used of the “new”
technologies.
E-mail is a text-based communication, and as its name suggests is analogous
to physical mail in that a sender despatches the e-mail (c.f. letter) to a
recipient. An e-mail is sent via the sender’s Internet Service Provider’s (ISP)
server (or their own server) and is stored until the recipient logs on to their
own server and requests a download of their e-mails. Thus messages are
exchanged as and when the recipient decides to respond.
E-mail messages consist of a Header and a Body (see Figure 3.1). The
Header holds information such as the recipient’s address, the address of any
‘copied correspondents (cc)” and a summary of the subject matter. The body
contains the text of the message and can contain hyperlinks. It also allows
the sender to attach other items such as pictures (photos), documents in a
variety of formats, video or sound clips, etc. There are usually some ultimate
limits to the size of the message and the size of the attachments but for most
normal usage this is not a problem.
There are different configurations to an E-mail system:
• The simplest proprietary system will download E-mails from the ISP
server and store them in the recipient’s computer while deleting them
from the server. The advantage is that E-mails can be viewed when
the computer is off-line from the Internet, while a disadvantage is that
the E-mails can only be viewed from that particular computer in that
particular location.
• Alternatively, the E-mails can remain stored on the ISP server and are
only viewed from the recipient’s computer. The advantage of this
arrangement is that the recipient can access the E-mails from any
computer that is connected to the Internet (e.g. in a Cyber Café) in any
location. The disadvantage is that the computer must have access to
the Internet.
• Finally, organisations can embed an e-mail system in their websites
(usually in the form of a web-form) and store the E-mails on their own
servers (see Figure 3.2).
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Figure 3.1: A typical e-mail layout showing the Header (addressees and title)
at the top and the textual body below.

Figure 3.2: A typical web-form (e-mail) embedded in an advice agency
website.
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Advantages and Disadvantages
Advantages:
• Low cost to implement;
• Mature and well known technology – often familiar to clients;
• Ability to attach other items to an E-mail gives flexibility;
• The non-real time nature means that messages can be queued and
dealt with when the advisor is ready and available.
Disadvantages:
• In some situations the non-real time aspect can be a disadvantage.
E.g. Clients may become frustrated at not knowing when to expect an
answer.
E-mail use in Advice Agencies
All advice agencies interviewed for this report use E-mail in some form.
Typically, web forms on their websites enable clients to make initial contact
and send some basic details of themselves and their needs. In response, the
advice agency can send e-mails (with attachments if necessary) to the client
to:
• Elicit further details;
• Arrange appointments at advice agency premises;
• Signposting;
• First tier advice.
E-mail is probably not suitable for complex advice and support and care must
be taken to use the right wording to avoid coming across as curt or
antagonistic. Agencies may have a written etiquette for E-mail text.
A good example of an E-mail system has been put into place by East Sussex
Citizens Advice Bureaux and constructed and hosted by BarkWeb.
In this system, multiple bureau branches can be set up each one having its
own postcode range and administrators. When making an enquiry, the client
is asked for their post-code and the e-mail is routed to the appropriate bureau.
Enquiries are stored on the system for use by each bureau (a bureau can only
see its own enquiries). The initial contact by the client is made through a web
form that takes the user through a series of questions (with logical branching)
with replies either in the form of multiple choice or through typing in text. This
web form elicits all the information needed to start the advice process. If a
bureau is overloaded or doesn’t have the necessary expertise, enquiries can
be assigned to different bureau. E-mail responses can be sent out to clients
from the system. Once an enquiry has been dealt with (maximum of 5 days) it
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is deleted from the system after 10 days of inactivity.
Technical Requirements
The E-mail system can be built as an extension to a website built using a
Content Management System (CMS). A CMS enables the construction of a
sophisticated website.
The CMS website will need to be hosted on a server computer. This can be
an in-house server or a server service provided by a third party.
If it is a third party server then for security a Virtual Private Network (VPN) can
be put in place between the third party server and the agency computer. The
purpose of a VPN is to provide a secure (encrypted) and reliable private
connection over an existing public network (the Internet) between the third
party server and the advice agency local computers that cannot be accessed
by any other party.
In reality, the client e-mail will travel to the client’s ISP server and then
onwards through possibly several other servers before arriving at the advice
agency ISP server. It’s not possible to guarantee a secure connection
between all of these and so E-mail is not a secure means of communicating.
It is possible to encrypt e-mails provided that the user has the appropriate
software available on their computer. This won’t be the case for all clients,
but the situation may improve in time. For example, in 2014 Google (Gmail)
announced that it is testing an encryption system that when rolled out will give
its users an encrypted service provided they use Google’s Chrome browser.
The e-mails will be held in a database on the third party server or on the
advice agency own server (see the discussion on Confidentiality below).
It is possible to construct an Application Programming Interface (API) between
the IM system and the advice agency internal client database (e.g. the CAB
PETRA system). This however opens up a potential vulnerability for the client
database if a hacker should get through the IM system. Most agencies feel
that is safer to have a virtual “air gap” between the two systems and
information from the IM system is manually “cut and pasted” from it to the
client database by the advisor. An API is not recommended.
For a multi-agency system such as the East Sussex CAB E-mail system, the
e-mails need to be routed to the appropriate destination based on a postcode
entered by the client, and an algorithm to do this will need to be written.
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Internet requirements
E-mail is not a “streaming” application unlike, for example, You Tube, which
requires a wide bandwidth to keep the video from freezing and buffering. It’s
non-real time nature means that it can download relatively slowly and queue
in the database. In the early days of the Internet, E-mail worked with the
“Dial-up” speed that was all that was available to most households. However,
if there are large file attachments then the download can become
unacceptably slow. Therefore for E-mail to work well a modest Broadband
speed (2Mb/s) is all that is needed.
Technical Expertise
The technical expertise required is:
• A Web Designer who can work with the CMS to create the website and
e-mail interface including the routing algorithm;
• A Network expert to set up the servers, connect to the Internet, set up
any secure connections and connect to the advice agency computer
system (LAN);
• It is helpful to have someone who is able to manage and administer the
system once it is set up and in operation. (E.g. Deal with the 3rd party,
maintain the database, maintain and update the website, provide “onthe-job” training and support to advisors).
Security and Confidentiality
The protocol for transmission of e-mails is inherently insecure as the e-mail
passes through multiple servers (possibility of eavesdropping) and e-mails are
not normally encrypted. The Technical Requirements section above shows
how security for the E-mails in transit can be maintained though encryption
providing that both the user and the advice agency have encryption software.
At the agency end, an “air gap” will frustrate any hacking attempt to break
through the E-mail system into a client database (although there is always the
possibility of human error (a training, procedural and management issue)).
If a third party web server is being used then it is important to carefully check
the credentials of the third party. Examine the security measures they take to
protect their server (including physical security), check whether they maintain
the e-mails in an encrypted state while in their system, check how easy it
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would be for their staff to access the e-mails, and examine their Privacy Policy
carefully (e.g. do they sell details to advertisers?).
With a reliable third party (e.g. BarkWeb for the East Sussex CAB e-mail
system) or the advice agencies own server and an encryption arrangement in
place then the E-mail system will probably be secure enough for advice
agency purposes. The BarkWeb system achieves this by downloading
encryption software to the client after initial contact has been made. The
initial contact is through a web form on the East Sussex CAB website that,
amongst other things, takes the client e-mail details and advisor responses
are sent back from the BarkWeb e-mail system through a secure connection.
As with all web-based technologies care must be taken not to introduce
malware (viruses etc.) into the system via attachments that clients may send.
It is assumed in this report that advice agencies already have rules and
procedures in place to deal with this possibility and other hacking attempts
such as “phishing”. Clients should also be warned of the dangers of using
public access (insecure) Wi-Fi connections.
Finally it must be accepted that the law enforcement agencies will have the
means to intercept any Internet based communication and that ISPs have a
duty to store details of communications for a certain length of time. Servers
based in the UK fall under the RIPA Act and under equivalent legislation in the
USA or other countries if the third party server is located abroad.

Training Needs
Training will need to be provided for two types of users:
• Advisor users;
• Super-users or Administrators.
The East Sussex CAB system provides training for Super-users and
Administrators and assumes that they have some prior knowledge of CMS
use. This training is less than half a day. If the trainees have no experience
of CMS then additional training will be required and can usually be obtained
from the provider of the CMS system. Depending on how computer / web
literate the trainee is, this could be as much as a week.
The advice agency concerned will need to train advisor users on-the-job and
again this is very dependent on the trainee’s previous experience of E-mail
systems.
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For both users, refresher training may be needed at intervals and for new
users who join from time to time.
Cost of Acquisition
The cost of acquisition is very variable and depends on the level of
sophistication required, the number of agencies and users involved, whether
the CMS / website is being built from scratch or adapted from an existing one,
and so on.
As a guide to the order of magnitude, based on the functionality of the East
Sussex CAB E-mail system built (and hosted) by BarkWeb and with the
following assumptions:
• That all the hardware (servers etc.) either exists or are excluded from
this budget;
• That about 5 advice agencies are involved;
• That a third party web-server hosting service is used.
On that basis, BarkWeb estimated that it would need a budget of around
£3,000 - £4,000 to build (on a cost per day basis) and £50/month to host and
support (Source: Julian Perrott interview, 13th Oct 2014). There would also be
a charge for Super-user or Administrator training (not known).
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4. Instant Messaging
Overview
Instant messaging (IM or sometimes also known as web chat) is a technology
used for text-based communication between two or more participants over the
Internet or other types of networks. IM chat happens in real-time. Unlike Email IM allows communication with immediate receipt of acknowledgment or
reply. Some IM systems permit messages to be sent to users who are not online at that moment. These messages are queued up thus removing some
differences between IM and email (sometimes this is done by sending the
message to the user’s associated email account).
An example of the IM window that a user might see on their screen is shown
in Figure 4.1.
It is usually possible to save a text conversation for later reference. Instant
messages are often logged in a local message history, making it similar to the
persistent nature of emails.
In many cases, instant messaging includes extra features. For example, users
may see each other via webcams, or talk directly using Voice over the Internet
using a microphone and headphones or loudspeakers. Many applications
allow file transfers, web hyperlinks, video or sound clips, and so on.
Instant messaging systems tend to facilitate connections between specified
known users (often using a contact list). Depending on the IM protocol, the
technical architecture can be peer-to-peer (direct point-to-point transmission)
or client-server (a central server retransmits messages from the sender to the
receiver).
A variation of IM types of chat includes multicast transmission, usually
referred to as "chat rooms", where participants might be anonymous or might
be previously known to each other (for example collaborators on a project that
is using chat to facilitate communication).
The real time nature of IM leads users to expect immediate responses. For
advice agencies, this would require advisors to be available with only a small
time delay. Ways to mitigate this problem include only allowing contact during
certain time periods, routing queries to any agency that has spare capacity (in
a multi-agency arrangements), providing games or other distractions for users
while waiting for an advisor to come free, letting advisors to work from home
to avoid having to set up a “call centre” on agency premises and only letting
users use the IM contact once they have registered via an e-mail (web mail)
initial contact. For an advice agency that has a narrow subject focus, it’s

	
  

Property	
  of	
  	
  CAiD	
  
	
  

21	
  

	
  
possible for a single advisor to deal with several (2 – 4) clients concurrently.
For an agency with a wide range of issues to deal with this will probably not
be possible.
The IM software can be provided free by various organisations (e.g. Google
Talk, MSN Live, Yahoo Messenger, etc.) by downloading the client software.
These are not all compatible and communication between different provider’s
software is not guaranteed. Some of these companies provide a level of
encryption but most “free-to-use” IMs reserve the right to sell user details to
third party advertisers. They may even access the IM content to target
adverts to the user.
Increasingly, the IM system is combined with other technologies (like videolink or social media) to provide a multi-media communications package.
An alternative approach is to embed the IM function within a website so that
as long as the client’s device browser can open the website, the user can
communicate with the end organization (e.g. advice agency). This is the
favoured approach amongst the advice agencies researched for this report.

Advantages and Disadvantages
Advantages:
•
•
•
•

Relatively low cost to implement;
Quite well known technology – particularly familiar to younger clients;
Ability to attach other items to the chat (e.g. documents) gives
flexibility;
Despite the real time nature of IM, in some implementations messages
can be queued if an advisor is not ready.

Disadvantages:
•

Client users expect that advisors will answer in real-time. This can
require extra staff to be available to answer queries.

IM use in Advice Agencies
A number of advice agencies use IM to engage with their clients and some
examples are given below. In general, the IM function is used for initial
contact, eliciting further details, signposting and provision of straightforward
Tier 1 advice. It is difficult to give more complex advice especially if document
or image files need to be organized and attached in real time. Care must be
taken to use the right wording, to avoid using “text speak” and to avoid
wording that seems curt or antagonistic. A written etiquette for advisors using
IM text is advisable.
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Ansbury (Career advice charity) has advisors on-line (Web Chat) for
individual students and teenagers who have registered and only at certain
times of the day. Advisors can work from home and the more experienced
advisors can handle up to 4 concurrent clients.
Big White Wall (Mental health charity) has both individual-to-counselor IM
chat or group chat-rooms (once the client has registered).
Childline has e-mail or IM chat facility and callers can “enter the waiting
room” and play games or watch videos while waiting for a counselor to come
free. It has some restrictions on what mobile phone devices it can accept
messages from. It also gives advice on maintaining confidentiality and
reminds callers to close down their browser after a chat session.
Gingerbread (charity for single parents) uses “instant” e-mails to answer
requests for information and also hold seminars (“webinars”) where attendees
can ask questions via an IM chat-room function (office hours only).
NSPCC (Children’s charity) have multiple ways for clients to contact them that
include e-mail, on-line IM and signing video for the profoundly deaf. An online web form has to be completed before contact is initiated.
Relate (Relationships charity) provide an on-line IM chat service with
counselors as well as e-mail advice (available during certain times of the day).
StepChange (Debt charity) has a live IM chat function that is immediately
available during office hours as well as an e-mail based information service.
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Figure 4.1: A typical instant messaging window. The logged on and
connected recipients of the textual chat are listed on the left hand side of the
screen (only one in this example). The right hand side shows the chat history
trail (i.e. previous messages in both directions) and at the bottom of the right
hand side (labeled “Message”) is the area where the user types in their chat
text.
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Technical Requirements
The IM system can be built as an extension to a website built using a Content
Management System (CMS). A CMS enables the construction of a
sophisticated website.
The CMS website will need to be hosted on a server computer. This can be
an in-house server or a server service provided by a third party. The IM
software can establish a peer-to-peer connection (missing out servers) once
some preliminary “handshaking” has been done via the host server.
Alternatively, a commercial or “free to use” software package can be used.
The messages will be held in a database on the third party server or on the
advice agency own server (see the discussion on Confidentiality below) or on
the user’s computer in a peer-to-peer arrangement. A secure encrypted
connection can be put in place if the user downloads the necessary client
software (e.g. Pidgin or Jabber).
It is possible to construct an Application Programming Interface (API) between
the IM system and the advice agency internal client database (e.g. the CAB
PETRA system). This however opens up a potential vulnerability for the client
database if a hacker should get through the IM system. Most agencies feel
that is safer to have a virtual “air gap” between the two systems and
information from the IM system is manually “cut and pasted” from it to the
client database by the advisor. An API is not recommended.
When an advisor is not available to answer the IM queries or outside of hours,
the IM function on the website can be disabled.
Internet Requirements
Although IM is a text based real time application it is not a “streaming”
application; it is a low bandwidth technology. For IM to work well a modest
Broadband speed (2Mb/s) is all that is needed.
Technical Expertise
The technical expertise required is:
• A Web Designer who can work with the CMS to create the website and
e-mail interface including the routing algorithm;
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•

•

A Network expert to set up the servers, connect to the Internet, set up
any secure connections and connect to the advice agency computer
system (LAN);
It is helpful to have someone who is able to manage and administer the
system once it is set up and in operation. (E.g. Deal with the 3rd party,
maintain the database, maintain and update the website, provide “onthe-job” training and support to advisors).

Security and Confidentiality
The Technical Requirements section above shows how security for the IMs in
transit can be maintained though encryption.
If a third party web server is being used then it is important to carefully check
the credentials of the third party. Examine the security measures they take to
protect their server (including physical security), check whether they maintain
the IMs in an encrypted state while in their system, check how easy it would
be for their staff to access the IMs, and examine their Privacy Policy carefully
(e.g. do they sell details to advertisers?).
A system that uses peer-to-peer communication will be less vulnerable to
eavesdropping at a server (except during the initial “handshake” routine).
With a reliable third party (or own server) and a secure encryption
arrangement in place then the IM system will probably be secure enough for
advice agency purposes.
As with all web-based technologies care must be taken not to introduce
malware (viruses etc.) into the system via attachments that clients may send.
It is assumed in this report that advice agencies already have rules and
procedures in place to deal with this possibility and other hacking attempts
such as “phishing”. Clients should also be warned of the dangers of using
public access (insecure) Wi-Fi connections.
Finally it must be accepted that the law enforcement agencies will have the
means to intercept any Internet based communication and that ISPs have a
duty to store details of communications for a certain length of time. Servers
based in the UK fall under the RIPA Act and under equivalent legislation in the
USA or other countries if the third party server is located abroad.
Training Needs
Training will need to be provided for two types of users:
• Advisor users;

	
  

Property	
  of	
  	
  CAiD	
  
	
  

26	
  

	
  
• Super-users / Administrators.
For Super-users and Administrators and that have some prior knowledge of
CMS use, the training will probably be less than half a day. If the trainees
have no experience of CMS then additional training will be required and can
usually be obtained from the provider of the CMS system. Depending on how
computer / web literate the trainee is, this could be several days.
Advisor users can be trained to use the specific IM set-up by the Advice
Agency concerned and again this is very dependent on the trainee’s previous
experience of IM systems.
For both user types, refresher training may be needed at intervals and for new
users who join from time to time.
Cost of Acquisition
The cost of acquisition is very variable and depends on the level of
sophistication required, the number of agencies and users involved, whether
the CMS / website is being built from scratch or adapted from an existing one,
and so on.
As a guide to the order of magnitude this report has based an estimate on a
system similar to that used by Ansbury. The Moodle CMS package used to
construct the system is free to acquire, but the premium support for Moodle
costs £999 (plus VAT) per annum. The in-house effort required to construct
the IM system has been estimated as about £15,000 (Source: meeting and
email from Martin Vowles of Ansbury, 22nd October 2014).
Ansbury will license the software to other organisations (e.g. schools) for £600
per annum. (Reference: Telephone conversation with Katherine Speed of
Ansbury, 21st October 2014)
On top of this will be the effort to keep the IM and website up to date, and of
course, to answer queries.
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5. Social Media
Overview
Social media refers to the group of websites on the Internet that allow users to
connect with other users to share thoughts, experiences, knowledge,
photographs and so on. Some of the best known of these sites are Facebook
(Reference 5.1), Linkedin (Reference 5.2), MySpace and Friends Reunited.
In recent years Facebook has grown to become the most used and well
known. They are all free to use.
To use these sites, the user must create an account and register with some
basic details. Then the site opens up a personal profile page in which the
user enters more personal details and a photograph. The site then allows the
user to search for profiles of other people and request them to connect as a
“friend”. In this way the user will build up a network of friends, who can see
any pictures, or comments that the users posts on their page.
It isn’t confined to individual people. Many organisations and companies
create a profile page for their business and build up a network to promote
themselves and their brand. Figure 5.1 shows the Facebook page of Shelter
and the Linkedin page for Ansbury. While nearly all marketing and PR
departments of organisations believe that a social media presence is vital,
those who study it carefully feel that the jury is still out on the question of how
useful a marketing tool this really is.
The statistics, however, are compelling. Around half the UK population has a
Facebook account and while the 25 – 34 year old group dominates, the
fastest growing demographic is the middle aged and older population.
The challenge for organisations is to keep a regular update of information,
news on their social media page to maintain interest and to keep users
wanting to return to the page. Without this interest can soon wane. Note that
on the day this report was compiled despite half the population having a
Facebook account the Citizens Advice Facebook page had just over 21,000
“likes” and 65 visits.
The posting of comments on a Facebook page works just like Instant
Messaging discussed in the previous section. From the point of view of giving
advice to clients it has the same shortcomings. It is possible to have a
“private” 1 to 1 conversation with a user on Facebook (for example), but
privacy and confidentiality are bigger issues with social media (discussed
later). It could be used for initial contact with a link to the advice agency’s
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website rather than use the social media chat facility for initiating an advice
session.
Advantages and Disadvantages
Advantages:
•
•
•
•
•

Low cost to implement (free to use but some effort needed to set up
the advice agency page);
Quite well known technology – particularly familiar to younger clients;
Ability to attach other items (e.g. pictures) to the chat gives flexibility;
Despite the real time nature of the chat facility the postings will wait for
a response.
Can be used to link a user to the advice agency website for further
engagement.

Disadvantages:
•
•

If used to give advice then it may require extra staff to be available to
answer queries in real time.
Privacy and confidentiality concerns.

Social Media use in Advice Agencies
Many advice agencies interviewed for this report have some social media
presence. In general they are used to raise the advice agency profile,
promulgate relevant news items and user comments, and guide the users to
the advice agency website.
Technical Requirements
There are no technical requirements because the social media sites are
hosted elsewhere on the Internet.
Internet requirements
Moderate broadband access is all that is needed to access social media sites.
Technical Expertise
No technical expertise is required.
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Security and Confidentiality
Start-up companies who kept their development costs low through using free
software downloaded from the Internet founded most social media sites. Such
software can be of high quality, but its open source means that hackers can
examine it for weaknesses. It is believed that social media sites are
particularly vulnerable to such hacking attacks because of their popularity and
their use by celebrities. Most social media sites do use encrypted links when
the users are logged on. However, clients should not use public access
(insecure) Wi-Fi connections.
By their raison d’etre, these sites will default to sending postings out to the
user network. There are controls that let the user restrict who receives
postings and can even confine conversations to individuals, but it is easy to
make a mistake with these settings as many a celebrity has found out!
Most of these sites make their money through advertising and Facebook, for
example, make it clear that they will access the content of messages to target
advertising to users.
Finally as with all Internet applications the law enforcement agencies will have
the means to intercept any Internet based communication and that ISPs have
a duty to store details of communications for a certain length of time. Servers
based in the UK fall under the RIPA act in the UK and under equivalent
legislation in the USA or other countries if the server is located abroad.
Social media websites are unsuitable for giving personal advice and are
probably best confined to raising advice agency profiles.
Training Needs
There isn’t any training needed to use social media sites. The interface is
fairly intuitive to use and a short period of “playing” will be enough. Help is
available on line.
Cost of Acquisition
Social media sites are free to use. The only labour cost is the short time
needed to set up the advice agency page.
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Figure 5.1: The upper screen shot shows Ansbury’s Linkedin page. Linkedin
enables web form messages to be sent. The lower picture shows Shelter’s
Facebook page. Facebook allows instant messaging chat and posting of
photographs.
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6. Twitter
Overview
Twitter is really just another form of social media but with some differences
from applications such as Facebook. Twitter is an online social networking
service that enables users to send and read short (140 characters) messages
called "tweets" in real time (similar to Instant Messaging). Originally, Tweets
were text only but now can include pictures, as well as very short video clips
(Reference 6.1).
Registered users can read and post tweets, but unregistered users can only
read them. Users access Twitter through the Internet website interface,
mobile phones (SMS), or mobile device applications.
Once registered, users can begin building a network of contacts. Users can
invite other users to receive Tweets, and can follow other members' posts. As
users receive Tweets, they may discover they're looking into only part of a
conversation. They can see the contact's posts, but if he or she is sending
messages in response to someone who isn't in the user’s network, they won't
see the other person's messages. Tweets that other people create can be
shared with others by forwarding the message to the user’s followers. This is
calling retweeting.
Twitter messages are public but users can also send private messages on a
one to one basis. Twitter collects personally identifiable information about its
users and shares it with third parties. The service reserves the right to sell this
information as an asset if the company changes hands. While Twitter
displays no advertising, advertisers can target users based on their history of
tweets and may quote tweets in adverts directed specifically to the user.
There were estimated to be 15m Twitter users in the UK in Sept 2013, and
80% of them access Twitter via their mobile phone or Smartphone.
As for Facebook, companies now use Twitter to promote their brand and raise
their profile. Many of the advice agencies looked at during this study have a
presence on Twitter. However, users expect frequent updates and comments
on advice agency Twitter accounts or they may lose interest and may stop
“following” the site. Keeping up a regular flow of tweets can place a burden
on the advice agency.
Twitter’s limitations make it unsuitable for giving personal advice, but may be
useful for making clients aware of what an advice agency can offer.
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Advantages and Disadvantages
Advantages:
•
•
•

Relatively low cost to implement (free to use but a small effort is
needed to set up an advice agency account);
Quite well known technology – particularly familiar to younger clients;
Can be used to link a user to the advice agency website for further
engagement.

Disadvantages:
•
•

The 140 character limitation is very restrictive;
Serious privacy and confidentiality concerns.

Social Media use in Advice Agencies
Many advice agencies interviewed for this report have some Twitter presence.
In general they are used to raise the advice agency profile, promulgate
relevant news items and user comments, and guide the users to the advice
agency website. An example of a Twitter page (DREC) is shown in Figure
6.1.
Technical Requirements
There are no technical requirements because the Twitter site is hosted
elsewhere on the Internet.
Internet requirements
Moderate broadband access is all that is needed to access Twitter.
Technical Expertise
No technical expertise is required.
Security and Confidentiality
Twitter suffers from all the security and privacy concerns of the social media
in general. It is very easy to accidently send out a tweet and cause a twitter
“storm” as many celebrities have discovered the hard way.
Twitter is unsuitable for giving personal advice and is probably best confined
to raising advice agency profiles.
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Training Needs
There isn’t any training need for Twitter. The interface is fairly intuitive to use
and a short period of “playing” will be enough. Some help is available on line.
Cost of Acquisition
Twitter is free to use. The only labour cost is the short time needed to set up
the advice agency page.

Figure 6.1: An example of a Twitter account page showing some tweets.
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7. Other Technologies
New technologies are proliferating on the Internet all the time. The previous
sections have reviewed the major technologies that may be relevant to
accessing advice, but here is an overview of some other interesting
technologies.
You Tube
YouTube is a video sharing website owned by Google (Reference 7.1). The
site allows users to upload, view, and share videos, to display a wide variety
of user generated and organizationally generated videos. Available content
includes video clips, TV clips, music videos and other content such as video
blogging, short original videos, and educational videos.
Individuals have uploaded most of the content on YouTube but media
corporations and other organizations also offer some of their material via
YouTube as part of the YouTube partnership program. Unregistered users
can watch videos, and registered users can upload videos to their channels.
Many advice organisations use YouTube to post short videos explaining what
they do (e.g. Citizens Advice, Big White Wall and the Dorset Race Equality
Council).
It is possible to post short videos giving very generic advice or raising the
advice agency profile, but personal advice for clients is not possible.
Google Helpouts
Google Helpouts is an online collaboration service from Google (launched in
November 2013) that allows users to share their expertise through live videolinks and provide real-time help from their computers or mobile devices
(Reference 7.2).
People offering help through Helpouts, called 'providers', can be large,
medium, or small companies as well as individuals. While some Helpouts are
free (notably in the Health category) users need to pay for others.
Providers create and maintain a listing on the Helpouts website that explains
what they offer, their qualifications, their prices, and their schedules. Every
listing has a link to the provider’s Helpouts calendar. Providers must pass
Google's screening process to qualify.
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Helpouts handles scheduling based on user availability. Once a Helpout is
scheduled, it can automatically be added to users' on line calendar, and users
can also choose whether they wish to be notified through email or SMS.
With Helpouts the user can get help at any time from people with expertise
across a range of topics. Currently Helpouts offers advice under the
categories of Art & Music, Health, Computers, Cooking, Education & Careers,
Fashion & Beauty, Fitness & Nutrition, and Home & Garden.
The user can choose who to get help from based on qualifications, availability,
ratings and reviews and can choose to get help immediately or schedule a
Helpout session for another time.
This may be a possible channel for advice agencies in the future (subject to
negotiation with Google to provide a free service), but it is probably best to
wait until this initiative has matured and become better established.
WhatsApp
WhatsApp Messenger is a proprietary, cross-platform instant messaging app
for Smartphones that uses the Internet for communication (over 3 or 4G
networks) (Reference 7.3). In addition to text messaging, users can send
each other images, video, and audio media messages as well as their location
using integrated mapping features.
WhatsApp Messenger uses the same Internet account that is used for email
and web browsing so there is no cost to messaging and staying in touch with
the social network.
In addition to basic messaging WhatsApp users can create groups, send each
other unlimited images, video and audio media messages.
From the point of view of giving advice, WhatsApp falls into the same
category of Instant Messaging.

Advice Kiosks
Advice Kiosks are computer based general or Tier 1advice givers with an
easy to use touchscreen interface for the user (see Figure 7.1 below).
Using kiosks placed at convenient locations, people can find advice easily,
and often without having to travel from their own area - a benefit for residents
of remote rural areas. They are commonly used for finding answers to
common issues including debt, welfare benefits, housing, employment, and
family & relationships (Tier 1 advice).
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Advice kiosks were first used in the early 2000s. Citizens Advice issued a
report on an extended pilot programme in 2005 (Reference 7.4). The broad
conclusions were:
• Kiosks add value to the service provided by bureaux. The extended
pilot was broadly successful in meeting most objectives.
• The circumstances of each bureau will determine whether or not kiosks
provide value for money. Funding permitting, a kiosk can be a useful
asset to the service.
• Positive comments were received from both clients and bureaux – on
the whole, more positive than negative comments.
Seventeen Citizens Advice Bureaux participated in the pilot programme, but it
isn’t known how many are still using kiosks to supplement their services.
However, Cambridge CAB still has 17 kiosks in operation throughout their
county.
In the past, Dorchester CAB has experimented with placing a kiosk in a local
jail to provide advice to inmates. This experiment was abandoned because of
misuse but there is no reason why kiosks couldn’t be used in other locations.
The new innovation in this technology is that North East Derbyshire CAB is
piloting putting kiosk functionality into touchscreen iPads making them a very
portable form of advice kiosk.

Figure 7.1: An example of an advice kiosk in action.
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Appendix 9.1: Interviews
Interviews (some by telephone) were conducted and some written
inputs were obtained from the following organisations:
Age Concern (North Dorset): Survey input from Christopher
Spackman during October 2014;
Ansbury: Martin Vowles on 14th October 2014 / Katherine Parker
(telephone) on 21st Oct 2014 / subsequent emails 22nd Oct 2014;
Big White Wall (Telephone / e-mail): Claire Harding on 8th October
2014;
CAB (Christchurch): Christine Cook on 20th October;
CAB (Dorchester): Daniel Cadisch on 20th October 2014 / Don
Bowman on 23rd Oct;
CAB (East Sussex / BarkWeb) (Telephone / email): Julian Perrott
(BarkWeb) on 13th Oct 2014;
CAB (Poole): Sue Bristow on 16th October 2014;
CAB (Purbeck): Survey input from Helen Goldsack during October
2014;
Citizens Advice: Neil Smythe on 15th October 2014;
DREC: Adnan Chaudry on 21st October 2014 with written
submission from Anna Braczek;
NSPCC (Telephone): Duncan Harris on 15th October 2014;
Shelter: Catherine Parker on 20th October 2014.
The results of the interviews are summarised in the OrganisationTechnology matrix on the following pages. Some comments from
interviewees can be found within the report and are cross-referred
to this list.
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Big White Wall

Ansbury

Age Concern
(North Dorset)

Organisation

Some resistance from staff
Not real-time, not secure
initially (applies to all channels).
Everything takes longer than
expected. High NHS data
protection standards drives up
development and maintenance
costs.

A well known and widely used
technology.

One stop shop for all BWW
services and a platform for
video therapy sessions. BWW
claim significant cost savings
over conventional services.

Some clients have difficulty
with the technology. Care
must be taken to avoid terse
language or "text speak".

"On-line dis-inhibition" helps.
Reduced costs and travel.

Makes clients aware of
availability of advice service
and links to BWW website.
Provides interesting news,
comments and event
notification.

Some clients have difficulty with Needs daily updating or
the technology and/or setting up looses followers quickly.
the environment (lighting etc).
Counsellors need to be IT
trained. Requires a lot of
confidential office space or
working from home.

Beneficial for clients who like to
see a human presence. "Online dis-inhibition" helps.
Reduced costs and travel.

Provides webchat for clients in Has 1:1 video therapy for
Has active Facebook &
community chat-rooms, group certain clients (home based via Twitter feed
therapy or 1:1 chats with
website)
counsellors

Insecure & requires strict
rules for use.

Older clients prefer face to
face engagement

Used to contact BWW and to
remind clients of therapy
appointments

Real time chat with clients as
well as raising profile

Has interactive website with
individual and group chat and
on-line 1:1 video therapy (for
registered and referred clients
only)

Other

Cost about £15K to develop site.
Would be interested in a video-link
connection to Sherborne from their
Blandford office as an experiment.

Few people access our advice
through these channels since many
of our clients are not connected. We
have a programme of getting older
people on line, but this is slow and
changes in the way government are
interacting with the public using the
Internet disadvantages these people.
We are very keen to use IT more.
We do use the Internet to identify
sources of advice and use Age UK,
government and CAB resources.

Notes

Clients may need to be
reminded that using mobile
devices in public places may
inhibit concentration and
increase risk of confidentiality
leakage.

Ubiquitous mobile devices
mean that this can reach out to
a large client population.
Makes many BWW services
available and can lead-in to
therapy on other devices. App
available on iOS & Android

Can download App for mobile Original cost of development was
devices that gives access to all unknown but thought to be "tens of
services except video therapy. thousands" of pounds.

Have Facebook & Twitter
Use WhatsApp and texting to
presence. Can use F'book for contact clients
1:1 chats but with strict rules
for advisors and clients.
"Keep in touch" only

Social Media

Real time and popular with the
younger clients

Video-link not enabled because
of privacy concerns for advisors
working from home and some
technical issues.

Video

Registration ensures that IM
access is controlled and doesn't
overwhelm advisors on line.

IM

Uses IM to chat and advise
clients. Built in video-link
disabled. Available at
scheduled times during the
day.

Email

Has website with e-mail contact. Web-form enables initial
Once user is registered they
contact with Ansbury
have access to the 'Advisor on
Line' website that has IM
interaction.

Web
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Web

Will take part in the CitA IM
initiative.

Email initial contact from a
webform on website. System
not secure. About 20 email
contacts / month at present

IM
Would like to use IM in future

Email
Use email in a webform for
initial contact. Would like to
use it for advice but too
insecure and not enough
advisors.

Do not currently have a website We would like to provide email
advice but don't because of
security issues. We do publish
an email address but only offer
advice from adviceguide and
limit what we say to aviod any
risk. The clients will only find
our email address on our
posters or letterhead.

CAB Purbeck

Use email in a webform for
initial contact

Has website with email contact
(webform).

Postcode details ensures that e- A well known and widely used
mail is routed to most
technology. Postcode
appropriate CAB
information routes the query to
most appropriate CAB or if
overloaded, to other CAB.
Configured to be secure

Has website with email contact. Email system built and hosted
Links to other information and
by BarkWeb who ensure secure
CitA on YouTube
links

Has website with email contact
(webform).

CAB Poole

CAB East
Sussex

CAB
Dorchester

CAB
Christcurch

Video

Use Facebook account for
first contact and profile
raising. Occasional use of
Twitter (volunteers provide
tweets)

Social Media

Text clients with appointment
reminders

Have experimented with Kiosks
but not a success. Could try
again with, e. g. kiosks in
waiting room

Other

Notes

There is huge potenttial in expanding
advice to those who cannot access
us during our limited opening times including Adviceline times.

Would like to use video-link for
outreach at local libraries. Concerns:
what if client becomes upset? Will
they have enough resources and
training? Who will set up the IT?
Could the video-link be used for
delivering training courses?

Secure database @ BarkWeb with no
employee access. VPN/SSL
connections betwee client and
advisor. Developed own platform.
Airgap with other CAB systems.
Estimated cost of £3K to build,
£50/month to host & support. Supply
super-user training. Provided copies
of manuals with CAB permission.

Interested in video-link. E.g.
Warehan outreach at Swanage,
village with high demand (e.g.
Crossways, Puddletown, Cerne),
Surestart Children Centres as
outreach. Resources will be an
issue.

What does new channel do for my
operation? Where will the resource,
training & support come from?
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Shelter

DREC

CitA

NSPCC

Web

Email

Has website

Uses email comms if client
choses.

Use email in a webform for
initial contact

Have website as portal for client Use email in a webform for
contact
initial contact

IM

Would like to use IM in future

Running a pilot with Money
Advice and rolling out to a
limited number of CABs
(Autumn 2014) with routing
software so that scarce
specialists can be accessed
from anywhere.

u/k

Video

Social Media

Use MS Link for internal staff
National presence on
meetings across sites. Not used Facebook & Twitter but not
with clients.
used for advising.

Could use video-link for internal
staff contact. No video-link at
present. Need scheduled
sessions at fixed sites and the
ability to transfer documents.
Feel that Skype us not secure
enough. Concerned that clients
may not like video-link, staff
may be resistant to new ways of
working and that equipment
may be unaffordable.

Have experimented with video u/k
(Skype) link for profoundly deaf
to use sign language. This was
considered to be a success and
an embedded solution (based
on MS Net Meeting) is being
planned. Have used Citrix "Goto-meeting" in the past.

u/k

Other

Would be interested to use client
video-link from outreach (say, CAB)
office to Shelter office in B'mouth.
However they would have difficulty in
resourcing this. Pilot will need careful
planning with rotas, schedules and
expected outcomes - more
organisational difficulties than
technical. Must complement Face to
face not replace it. Shelter IT is
centrally controlled and would need
agreement for pilot.

Clients tend to prefer face to face
meetings. Case work rather than
advice sessions might make it more
difficult to schedule. Would be
interested to use client video-link
from outreach (say, CAB) office to
DREC office in B'mouth, but only as a
follow up after initial face to face
meetings.

Clients prefer face to face meetings.
Information Assurance is key.
Initiatives should be aligned with
national "one service" strategy.

Notes
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Appendix 9.2: Glossary of Terms & Acronyms
Glossary of Terms
API: An Application Programming Interface is a piece of software that
enables two or more computer applications or programmes to automatically
exchange data.
Client-server: In this architecture, a user’s computer is designated as a ‘client’
that talks to a server based elsewhere across the Internet. Often this will
require a small piece of software (sometimes called a ‘thin client’) to be
downloaded to the client to enable data transactions between the server and
the client.
Content Management System (CMS): A content management system (CMS)
is a computer application that allows construction, publishing, editing and
modifying content, organizing, deleting as well as maintenance of a website
from a central interface.
Handshake: Term used to describe the process of one computer establishing
a connection with another computer or device.
Interoperability: Interoperability is said to occur when different computers or
different packages of software are able to communicate and work together.
ISP: Internet Service Provider is an organisation that provides access to the
Internet for a user.
Latency: This is the time delay that can be experienced between sending
data from one computer to another across the Internet.
Metadata: Is the “data about data”. For example, the metadata about a
communication across the internet would list who sent and received the data
(the IP addresses), at what time, for how long, how much data and so on, but
would not list the actual content or data.
Peer-to-peer: This arises when a connection is established directly from
computer to computer across the Internet. No intermediate servers hosted by
other organisations are involved.
Protocol: A 'protocol' is a set of invisible computer rules that govern how
Internet data gets transmitted to a user’s computer.
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Server: In this report a server is a computer owned by an organisation that
provides services to traffic on the Internet. Typical computing servers are
database server, file server, mail server, print server, web server, gaming
server, and application server. A mail server at a user’s ISP, for example, will
take in emails from the user’s computer and route them to the recipient’s ISP.
Streaming: Data can be transmitted over the Internet in blocks (packages or
files) or in a continuous stream of data from one website to the user. For
example, the BBC iPlayer streams TV programme data from a server to the
user’s computer. This usually requires broadband Internet connections and
sometimes leads to buffering or freezing if the streaming is too fast for the
connection.
VPN: A Virtual Private Network is a technology that provides a private pointto-point connection across the public network in such a way that anyone who
is not a party to the VPN will not be able to see the data traffic in the VPN.
Virtual: When an item in computing is referred to as virtual it has the quality of
having the attributes of something without sharing its physical form.

Acronyms
ADSL	
  
API	
  
CAB	
  
CAiD	
  
DREC	
  
IM	
  
ISP	
  
IT	
  
LAN	
  
MS	
  
NEET	
  
NPO	
  
PC	
  
PIN	
  
RIPA	
  
SFBB	
  
SMS	
  
VPN	
  

	
  

Asymmetric	
  Digital	
  Subscriber	
  Line	
  
Application	
  Programme	
  Interface	
  
Citizens	
  Advice	
  Bureau	
  
Citizens	
  Advice	
  in	
  Dorset	
  
Dorset	
  Race	
  Equality	
  Council	
  
Instant	
  Messaging	
  
Internet	
  Service	
  Provider	
  
Information	
  Technology	
  
Local	
  Area	
  Network	
  
Microsoft	
  
Not	
  in	
  Employment,	
  Education	
  or	
  Training	
  
Not	
  for	
  Profit	
  Organisation	
  
Personal	
  Computer	
  
Personal	
  Identification	
  Number	
  
Regulation	
  of	
  Investigatory	
  Powers	
  Act	
  
Super	
  Fast	
  Broad	
  Band	
  
Short	
  Message	
  Service	
  
Virtual	
  Private	
  Network	
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