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1 Introduction, aims and purpose
This agreement provides a framework to govern the sharing of data. The parties listed in the Register of Participants have entered into and confirm they will abide by this agreement.

Register of Participants 

The parties listed in the Register of Participants attached have entered into this agreement and this register is updated to include all participating parties at any one time. If a party terminates its involvement in this agreement, the Register of Participants will be updated.
The period of agreement will commence on 1st January 2015 and continue until there are not at least two parties involved."

 (
Share clients’ 
personal informa
tion with other advice partners for the purpose of 
a
 referral for services from that provider.
)The overall purpose of sharing the data specified in this agreement is to







The types of data to which this agreement applies are
 (
The data being shared will be personal information such as name ,date of birth and contact details. 
Only information relevant to the referral will be shared.
Sensitive personal information will not be shared
.
)








Methods of Data Transfer and Access
 (
A referral form & a client consent form will be completed by the referring partner.
The referral form will be posted or faxed to the relevant partner.
)


Access by staff and volunteers to the personal data covered by this Agreement will be subject to the “need to know” principle. Access will only be granted to staff and volunteers where they are performing functions in line with the valid business purpose defined in this agreement.  (see section 3).  

2 Legal Restrictions
All parties agree to comply with the Data Protection Act (1998) and codes of practice when handling, storing, processing, transferring and sharing the data defined in this agreement. 
All parties will always adhere to the Cabinet Office’s minimum data handling measures standard with respect to minimising access to sensitive data.  These principles are now incorporated into government standard Cabinet Office Security Policy Framework. 
In all cases, the explicit consent of the client / individual must be obtained before sensitive personal data is shared with another organisation. 


3 Data Security, Accuracy, Retention, Disclosure
All parties agree to
a) Establish appropriate administrative, technical and physical safeguards to protect the confidentiality of the data and to prevent unauthorised use or access to it.  These safeguards shall provide a level of scope and security in line with the technical and organisational measures as required by the 7th principle of the Data Protection Act.

b) Ensure that personal and sensitive data is only retained for as long as required and that such data will then be securely sanitised or disposed.

c) Personal, sensitive or commercially sensitive data which has been shared will not be disclosed to third parties unless such disclosure is required by law and/or the consent of the data subject has been secured

If information sharing is not required by law, consent is required from the parties in the DSA who are affected. The affected parties can then choose to enter into another DSA or NDA with the Third Party”  The disclosing organisation agrees to provide reasonable notice to the affected parties prior to disclosure. 

d) Ensure all staff who handle data have received sufficient training and instruction on how to securely handle and process data in line with the requirements of the Data Protection Act and this agreement. 

e) Immediately report details of any data security incidents which either impact or may have the potential to impact upon, the data shared under this Agreement. 


4 Indemnity
Each party will indemnify the other parties against all liabilities, losses, damages, costs, legal costs, professional and other expenses of any nature whatsoever incurred or suffered by the others (and/or their group companies, affiliates, officers, employees and agents) arising out of any claims or proceedings brought against the indemnified party or parties based upon any breach of this agreement or of Data Protection Legislation by the indemnifying party provided that the indemnified party or parties notify the indemnifying party promptly of any such claim and permit the indemnifying party to assume and control the defence of such action.
Note : This clause means whoever was responsible for the issue is liable, not all parties

5 Review and Termination of involvement in this Agreement
All parties will review this agreement every twelve months from the start of implementation or whenever a party enters into or terminates its involvement in this agreement
Any parties to this agreement have the right to terminate their involvement in this data sharing agreement at any point and for any reason. In these circumstances each terminating party reserves the right to have all their data which has been shared under the terms of this agreement securely destroyed by the receiving organisation(s).
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